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Computer Science and Engineering Dept.
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ORIGIN AND UNDERLYING PRINCIPLES
Automated systems are increasingly complex, making it hard
to design interfaces for human operators. Human-machine
interaction (HMI) errors like automation surprises are more
likely to appear and lead to system failures or accidents as
testified by several cases detailed in the literature [9, 13, 16].
Researchers in psychology, human factors and ergonomics
have been working on HMI issues for several years. Since
the mid-1980s, researchers are investigating the use of formal
methods to analyse behavioural aspects of HMI. Initially fo-
cused on the analysis of specific situations and on the system
and it properties [17, 3], the field moved to more generic re-
sults based on theories like graph theory, model-checking or
theorem proving [19, 2, 8].

Different questions might be asked in the analysis of HMI.
The first kind of problem is the verification of some properties
such as: “May a system exhibit potential mode confusion for
its operator?” or “No matter in which state the machine is,
can the operator always drive the machine into some recover
state?”. Another kind of problem is the generation of some
elements that help in a correct interaction, such as user’s man-
uals, procedures and recovery sequences or user interfaces.

Recently, Degani et al. [11] pioneered a new approach con-
sisting in the automatic generation of a user mental model
for a system model described as a statechart. In this context,
a mental model is not meant to capture a human cognitive
model; rather, it is meant to capture the implicit and intended
model of operation according to which the system developer
designs the system.

The work we are pursuing follows the work of Degani et al.
by defining formally the problem of automatic generation of
a user mental model satisfying properties which allows a per-
fect user who follows that model exactly to operate the system
without being surprised during the interaction. The definition
of these properties, which we call full-control [7], and the

development of corresponding verification and generation al-
gorithms, is the core of our work.

This paper describes the proposed approach to formally anal-
yse HMI. The remainder of the paper is organised as follows.
The first section draws up the motivation of this work and
poses the context and the problem that is tackled. The sec-
ond section presents our techniques to generate automatically
system abstractions. The next section presents briefly the pro-
totype tool that has been developed. The fourth section dis-
cusses the ongoing work and perspectives for the proposed
approach and finally the conclusion sums up our contribution.

MODELLED RELATIONSHIPS
Automatic generation of mental models needs to be driven
by the intended characteristics of the resulting models. The
full-control property [7] formalizes the following notion of a
correct mental model: a user following a full-control mental
model will know at any point how to command or observe
the system to achieve a goal, based on the history of previ-
ous commands and observations performed. The models are
formally represented as enriched labelled transition systems
(LTS) where a distinction is made between the actions [12].
Commands are executed by the user on the system (inputs)
and observations are controlled by the system and just ob-
served by the operator (outputs). Internal actions are purely
internal to the system, not observable by the user at all. All
those aspects are detailed in [7]. In more recent work, we are
also considering additional state-based observation and we
show that those new enriched models can be translated into
the initial framework. Figure 1 shows the graphical repre-
sentation of a system model of a vehicle transmission system
example coming from [11].

Generating a minimal full-control mental model from a given
system model helps to get a better understanding of the sys-
tem. The full-control property captures the knowledge an op-
erator needs to have about a system to be able to control it
properly. Such a mental model can be used to build train-
ing materials such as user manuals [18]. Providing a system
that the user can learn, minimizing her memory load, and al-
lowing her to operate it without error is a desirable usability
property [15].

PROBLEMS ADDRESSED
This work proposes the full-control property to highlight an
aspect of a good system abstraction which will ensure good
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Figure 1. The vehicle transmission system example.

human-machine interaction. Algorithms to check that prop-
erty and to generate minimal full-control system abstractions
have been developed, based on a reduction approach [7] and
also on a learning approach [5]. Also, an analysis methodol-
ogy and an associated framework for using such algorithms in
a practical setting to support the design and analysis of HMI
systems are proposed in [4, 6]. The proposed framework can
be used for modelling HMI systems and analyzing models
against HMI vulnerabilities. The analysis can be used for
validation purposes or for generating artifacts such as mental
models, manuals and recovery procedures; it can also be used
to help redesign or update a system model to avoid detected
vulnerabilities.

The core contribution of this work is the automatic genera-
tion of minimal full-control system abstraction given a system
model. As introduced in the previous section, the full-control
property ensures that a user following a user mental model
satisfying the property will always keep control of the sys-
tem and furthermore will be able to execute all the possible
interactions with the system. That is, if at any time during the
interaction, a command can be executed on the system, the
user will know it. Moreover if an observation occurs, the user
will not be surprised as he will expect it according to his user
mental model.

Two algorithms were developed in [7, 5], which are focused
on the automatic generation of a minimal full-control mental
model for a given system. The first is based on the defini-
tion of a bisimulation-based relation between the states of the
system, stating which of them can be merged together be-
cause they can be handled similarly from the standpoint of
the operator. The second uses a learning algorithm which it-
eratively builds mental model guesses. The algorithm relies
on a teacher to answer whether proposed execution sequences
must, may or cannot be part of the mental model. The teacher
uses the system model to answer such queries.

Figure 2 shows the minimal full-control system abstraction
for the vehicle transmission system example. As illustrated,
the operator does not need to know the difference between the
three high states of the system, and between the two medium
states. For the low states, the operator must distinct the three
states in order to be able to control the system (according to
the full-control property). In practice, it means that the op-
erator must pay attention to the up and down observations in

order to control the system.
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Figure 2. The minimal full-control mental model for the vehicle trans-
mission system.

APPLICATIONS
A prototype tool has been implemented in Java. The proto-
type is based on the Java Pathfinder (JPF) model-checker [1].
This section briefly presents the tool.

The first part of the framework aims at providing tools for en-
coding models using statecharts [10], a widespread graphical
notation to model systems. The statecharts can be designed
in any existing tool which supports export in XMI file, e.g.
ArgoUML 1. The statechart is converted into a Java program
encoding it, following the conventions of the JPF statecharts
extension [14]. With that extension, the resulting Java pro-
gram can be explored and used by the JPF model checker,
for example to check temporal logic properties. Finally, the
framework uses JPF with the JPF statecharts extension to ex-
plore all the transitions of the complete behaviour of the sys-
tem and builds the full expanded LTS.

The second part of the framework consists of the analysis and
mental model generation part. It is possible to check whether
a mental model allows full-control of a given system. The
tool takes two LTSs as input (a system and a mental model)
and outputs true if the mental model allows full-control of
the system and false otherwise. It is also possible to generate
a minimal full-control mental model given a system model
as input (provided such a model exists). Both algorithms
from [7, 5] (reduction and learning) can be used. The tool
produces an LTS corresponding to one minimal full-control
mental model or says that no such model exists providing a
problematic sequence from the system.

The benefit of using JPF is that it is a versatile model checker.
It can therefore be used to perform additional types of analy-
sis on the statechart model, for example application-specific
safety properties as supported by the JPF framework.

The generation of minimal full-control system abstraction can
be used in several phases of the design process. During the
design of the system, the approach can be used to control if
the system could be controlled through the existence of a min-
imal full-control abstraction. The system abstraction can also
reveal clues about the system complexity as a mental model
1http://argouml.tigris.org/.
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should not be ideally too large to fit in the human memory.
One application of the proposed techniques is to help in the
design phase so that system are designed in a way to ensure
the possibility for an operator to control it without being sur-
prised during the interaction.

LIMITATIONS AND DEVELOPMENT OPPORTUNITIES
Most system models used in the literature includes state-
based observations. In the current framework, labelled transi-
tion systems are used which means that all the information is
on the transitions. We are currently working on more general
models where there is also information on the states. The first
results tend to prove that this new problem can be translated
in the current setting.

Full-control property may be too strong for some kind of anal-
yses since it forces all the commands that are available on the
system to be present in the user mental model. In some par-
ticular situations, what is interesting for the operator is to be
able to only control a certain subset of the full behaviour of
the system. We are currently exploring a variant of the full-
control property where the user is not required to know ex-
actly all the possible commands of the system but only those
who are of interest to the user, for example described in a user
task model.

This work describes a formal framework for the analysis of
human-machine interactions, with a focus on controllability
aspects of the system based on a distinction between com-
mands and observations. The analysis is based on a formal
characterization of an adequate control of the system by the
user. That characterization, captured by the full-control prop-
erty, is used as a validation criterion for system models dur-
ing the design process cycle. The full-control property is a
desirable property since it helps to prevent the operator from
being surprised when interacting with a system. Two algo-
rithms, one based on a reduction approach and one based on
a learning approach, have been proposed. The framework has
been implemented in Java within the JPF model checker en-
vironment.
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